Coronavirus and DNS: view from the .nl ccTLD
SIDN Labs Technical Report TR-2020-01
March 26th, 2020
Giovane C. M. Moura (1) Thymen Wabeke (1) Cristian Hesselman (1,2)
Marc Groeneweg (3) Chiel van Spaandonk (3)
1: SIDN Labs
2: University of Twente
firstname.lastname@sidn.nl

1

INTRODUCTION

The recent Coronavirus disease (COVID-19) outbreak has led to a
pandemic of unseen proportions in modern times [33]. After its start
in November/December 2019 in Wuhan, China, it has now (202003-20) spread and infected more than 487,000 patients worldwide,
with more than 22,000 confirmed deaths [7].
On March 13th, the World Health Organization (WHO) has declared Europe to be the new epicenter of the Coronavirus pandemic [32]. To curb this pandemic, European countries have taken
bold measures with the aim to reduce the number of infections. At
the moment of this writing, five European countries are in complete
lockdown: Italy, Spain, Belgium, France, and Czech Republic. Many
other countries have recommended its citizens to work and stay at
home as much as possible.
Altogether, these measures imposed by these European countries
led to a significant reduction in the number of people outdoors and
daily commuters. In the Netherlands only, the number of people
making use of public transportation was reduced by 85% [29].
As such, as more people stay home, we can expect that has
also consequences of such measures on Internet traffic and infrastructure well. For example, a surge in the use of social network –
WhatsApp calls have doubled [25] – has been reported, and Netflix, a major video streaming platform, has decided to reduce the
video quality in Europe for 30 days, in order to avoid congestion an
impair the operation of networks in Europe [4]. Also, the Amsterdam Internet Exchange (AMS-IX) has reported an increase of 12%
on Internet traffic on March 16th, 2020, in Amsterdam [1], while
Cloudflare reported 20-40% traffic increase from Italy since Italy
went into lockdown [20].
In this report, we focus on the Netherlands. To the writing of this
report, two sets of measures were enacted by the Government of the
Netherlands, as can be seen in Table 1. The first one, on March 12th,
recommended employees to work from home as much as possible –
even though that was done by Friday afternoon. On March 15th,
more strict measures were imposed, in which all restaurants and
cafes were to be closed for three weeks, in addition to gyms and
schools. Even though not mandatory, most universities followed
suit, and moved most lectures to online platforms.
We focus specifically on the impact of the Coronavirus pandemic
indirect impact on the Netherlands’ .nl country-code top-level
domain (ccTLD), operated by SIDN [27]. In specific, we raise the
follow research questions:
(1) Has there been a major impact on .nl DNS traffic since the
Government of the Netherlands enacted measures to curb
the Coronavirus spread (§3) ?

3: SIDN

Date
Main measures
2020-03-12
Employees work from home
2020-03-15 Schools, cafe, bars, restaurants, and gyms closed
2020–03-24
Public gatherings and meetings prohibited
Table 1: Measures adopted by the Government of The
Netherlands against the Coronavirus pandemic [22–24].

(2) Has there been registration of malicious domain name related to the Coronavirus pandemic (§4)?
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BACKGROUND ON DNS

The Domain Name System (DNS) [10] is a core component of the
Internet. Every web page and e-mail message requires DNS information, and a complex web page can easily require information from
a dozen or more DNS lookups. With this central position, often
serving as the initial transaction for every network connection, it
is not surprising that DNS performance, security and stability are
critical.
DNS must always work, and failures of major DNS resolution
systems frequently makes public newspaper headlines. In 2016,
when a Distributed Denial-of-Service (DDoS) attack led to problems
at a DNS provider, it resulted in disruptions to multiple popular
public services (including Github, Twitter and Netflix) [19].

2.1

Domain name registration and resolution

Registering a domain name is the process of creating a unique name
that is added to a DNS zone file. Next, we describe this process
under .nl. It usually involves a registrant, registrar (or reseller), and
registry. The registrant (a user) requests an accredited registrar to
register an available domain name at the registry. The registrar
only executes this request once certain requirements are met, such
as registrant information and payment being cleared, as shown in
the left part of Figure 1.
Domains are registered for a period of one year, which will be
automatically renewed at .nl. If the domain is cancelled, it will
expire and is put on hold for 40 days and right after that made
available for a new registration by any registrant. The list of valid
domain names is then used to generate a DNS Zone File (Figure 1)
that contains the list of all domains under .nl, and their respective
DNS records. These Zone Files are used as input on the authoritative
name servers, which are used to answer queries on .nl domain
names.
Domain name resolution: Domain name resolution consists of
resolving a domain name into, ultimately, its IP address or other
specific types of DNS records [10]. To do that, a user’s application
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Figure 1: TLD operations: registration (left), domain resolution (right), and datasets.

Figure 2: Daily DNS queries on .nl authoritative servers in
March, 2020.
contacts the stub DNS resolver (Figure 1) on his/her computer,
which, in turn, sends a DNS request to its DNS resolver [6]. The
DNS resolver will, on behalf of the user, recursively resolve the
requested domain name, and ultimately contact the appropriate
authoritative name server. Caching on DNS resolvers [12, 13] is
used to eliminate frequently issued queries, improving response
times.
This report focuses on the analysis of authoritative DNS servers,
from the .nl zone, and on the registration of malicious domain
names. SIDN [27], which is the registry and operator for .nl, handles the registration of .nl domain names, and publish zone updates
on the authoritative servers.
SIDN Labs, the research arm of SIDN, collects data from two
of the authoritative name servers with the goal of improving the
security and stability of DNS. To this end, it has developed an opensource data streaming warehouse called ENTRADA [28, 35], which
we use in this report, which we have been using since 2014 to
support our research on security and stability of the .nl zone.
Privacy considerations. SIDN has developed a publicly available
data privacy framework [2] that conforms to both EU and Dutch
legislation [2, 5]. This framework has been implemented, including a privacy board that oversees SIDN Labs’ research. While not
part of this report, we refer the interested reader to the original
documents [2, 5].
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Í
Week Days (March)
queries
10
1–6
13.86 billion
11
7–13
14.28 billion
12
14–21
14.84 billion
Table 2: Total queries per week – March 2020
.
shows the total number of queries per each week. We see an increase
of 560 million queries in Week 12 — a 3.9% increase in comparison
with Week 11.
Reasons from growth. At this stage, it is hard to establish a direct connection between the growth of queries with the measures
imposed by the Government of the Netherlands. We could only
speculate. For example, one of the reasons for this growth observed
on Week 12 could be due to people possibly spending more time
online – given that other forms of leisure (sport clubs, gyms, bars,
cafes, restaurants) remain closed. More time online may reflect on
the total number of queries. Another reason may be that the overall
effectiveness of caching in DNS is reduced, given people are more
distributed. Both, however, are hard to validate with the data we
have. We will further monitor this growth to determine its causes,
as we do continuously with our traffic data.
What the data does not say. The data does not reflect Internet
traffic volume – for example, how much data is transmitted in the
Netherlands, or that passes by a Internet Exchange point (such as
AMS-IX [1] and Cloudflare [20]). DNS queries are rather small, and
can be used to indicate trends. For example, to stream a movie, it
may take a dozen of DNS messages to resolve the domain names
used by the streaming platform, which amount to a few kilobytes.
The movie size itself, in turn, will take gigabytes of data – two
orders of magnitude larger than DNS packets. As such, DNS traffic
volumes cannot be directly correlated with other traffic volumes.
Also, authoritative DNS data is intrinsically sampled: DNS resolvers have local caches, which are used to store responses from
queries they sent on behalf of users. If a user of a resolver queries
for a domain at time x, any other subsequent users that query for
the same domain will be directly answered from cache (so the resolver does not have to ask the authoritative server over and over
the same question) [12]. As such, our data does not show individual’
user behavior, rather, show aggregated behavior for records they
do not have in cache.

PRELIMINARY DNS TRAFFIC ANALYSIS

Figure 2 shows the number of daily queries (in billion) arriving at
two of the three authoritative .nl DNS servers. Each server has
IPv4 and IPv6 addresses, and employs IP anycast [9], in which the
same addresses are announced from multiple locations (sites), in
the attempt to server clients from closer servers, reducing latency.
Overall, these three authoritative servers are distributed over one
hundred global locations.
From Figure 2, we can see that the measures adopted against the
Coronavirus spread has not incurred a large increase in the total
number of .nl authoritative DNS queries. Overall, each day has
1.85–2.20 billion daily queries.
We focus on Week 12 – the first week in which people were
requested to work from home and schools/day care were closed,
from the measures imposed on March 15th, 2020. (We compare
weeks since the Internet traffic is known to exhibit weekly diurnal
traffic patterns [21]). On Week 12, we see more queries on each
business days (16–20), in comparison to Weeks 10 and 11. Table 2
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These two cases illustrate of what has been observed in practice:
more people working from homes, more Internet traffic and DNS
queries from consumer ISPs, and fewer from educational networks.
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PRELIMINARY CORONAVIRUS DOMAIN
REGISTRATION ANALYSIS

As a DNS registry, SIDN is responsible for maintaining a list of
all .nl domain names, and to include, remove, and update domain
name on behalf of registrars (e.g., GoDaddy), which are, in turn,
used by users to registry domains.
Our position as a registry gives a complete view of the .nl zone,
which we leverage to monitor registration of malicious domains
names. For example, we have published on detection and take
down of phishing domains [3] and more recently on the so-called
counterfeit luxury goods webshops [31] designed to scam users —
who end up inadvertently buying fake products and have to deal
with financial losses [16, 17].
In fact, on March 23rd, it has been reported a fraudulent website
in The Netherlands that was involved in a 28,000 Euro face mask
scam involving a client in Hong Kong [18] (the Public Prosecution
Office of the Netherlands, in charge of this case, has not publicly
disclosed which domain name was used in this scam operation, so
we do not know if it was a .nl domain or not. The website, however,
was hosted in the United States).

Figure 4: Queries from Consumer ISP
Í
Í
Educational
ISP
Week
10
87.6 million
41.1 million
11
86.0 million
42.5 million
80.5 million
49.6 million
12
Table 3: Sum of queries per week for Education network and
an Anonymous Consumer ISP – March 2020
.

However, the authoritative server’s side provides a centralized
but sampled view of the zone: we observed resolver’s cache misses
traffic, for the two of three anycast authoritative servers we capture
traffic.
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DNS: queries move from school to homes

4.1

Given that more people are staying at home, and schools are closed,
could this trend also be seen on DNS queries? We find evidence of
shifting of traffic sources.
For example, Figure 3 shows the number of daily queries (in
millions) from an Educational network in the Netherlands, which
provide DNS services for schools and universities. We see a decrease
of 6 million queries on Week 12 in comparison to Week 11 (6.4%,
Table 3), which is expected given schools stayed closed throughout
Week 12.
On the opposite direction, we see the number of queries from an
anonymous Internet service provider (ISP) dedicated to home users
to increase on Week 12 – possibly due to the fact of people working
from home. We see an increase by 6.9 million queries (16% with
relation to Week 11), as can be seen on both Table 3 and Figure 4.

Suspicious domain name registration

We can also expect fraudsters to attempt to profit from Coronavirus
pandemic, given it is a topic guaranteed to have user attention. To
investigate that, we scrutinize the domain names registered under
.nl to see if they have in their names one or few words associated
with the pandemic, such as corona, covid, n95, mondmasker,
mondkap, virus, WHO and lockdown, among others.
Figure 5 shows total number of newly registered domain names
with the predefined keywords in their names. In total, 2766 domain
names were registered between 2020-01-01 and 2020-03-23. We saw
a daily increase of over 100 domains per day over the last weeks.
Domains classification: Registering domain names with Coronavirus terms is not a problem per se: many domains names are
expected to be legitimate and informative domain names. Another
3

Coronavirus domains
2766
Without website
653
With website
2113
Undeveloped /default page 1109
E-commerce
120
Others
989
Table 4: Classification of Coronavirus related domains.

We also crawl on a daily basis all Coronavirus related domain
names – do determine if they have changed their content or have
been developed. Our goal is to prevent users from being scammed,
and we will keep on continuously evaluate this process, similar to
what we have done with the counterfeit goods detection.

5

type of legitimate (but questionable) use of Coronavirus related
domains are the “domainers” – a branch of the DNS industry dedicated with registering domain names with the purpose of legally
profiting from ads hosted on their webpages [8, 30]. We can expect
domainers to register such domains in order to profit from online
advertisement.
We proceed them to classify the 2766-corona related domains
based on their content. To do that, we used Dmap [34] to crawl
and classify automatically the content of their webpages into three
categories (we crawl in fact the entire .nl zone as well). Out of the
2766 domains, 2113 had an active web page on it, as can be seen in
Table 4.
We further classify these domains with webpages into three categories. From the 2113, 1109 are classified as “Undeveloped/default
page”, which means that they show the hosting provider default
landing page, and, as such, these domains have not been developed
yet and, as such, they pose no risk.
The second category is e-commerce, in which the webpage has
at least one e-commerce related technology, such as shopping carts
used in payment systems (e.g., Zen Cart or WooCommerce). This
category is the most worrying, given such websites can in principle
carry out financial transactions, and if they are malicious, winding
up scamming users (similarly to counterfeit luxury goods [31]). The
“Others” category refers to the rest of the domains that did not fit
in the other two categories. This category includes, among others,
legitimate websites providing advice on handling the Coronavirus
pandemy.
Manual Inspection. To determine whether these e-commerce
were malicious or not, anti-abuse experts at SIDN’s Support team
analyzed individually 73 randomly chosen e-commerce domains
from the 120 ones (Table 4). They found that most of the domains
were dedicated to the sales of products related to preventing Coronavirus infections, such as alcohol-based gel and face masks — often
at very high prices (not malicious per se).
Based on their insights, they singled out 24 suspicious domains
out of the 73. These 24 domains are current under evaluation, and
their registrants are being requested to conform their identities.
The .nl regulations [26] determines that registrant data must be
legitimate. Failure to conform to the regulation may result in domain name removal from the zone — a legal instrument that has
been used in some take down procedures.

4.2

SUMMARY AND NEXT STEPS

The DNS is one of the core parts of the Internet. The .nl ccTLD is
the top-level domain used by most Dutch media, government, and
companies. As such, its security and stability are always a major
concern, but in these turbulent times caused by Coronavirus even
more. As the .nl operator, SIDN strives for maximum security and
stability of the .nl zone, as well as for improved performance [11–
15, 31].
In this report, we asked two questions. The first one was whether
there has been the impact of the Coronavirus measures taken by
Government of the Netherlands on DNS traffic. We show that for
the first week after the closure of schools and people working from
home, that did not indirectly lead to a massive increase in DNS
traffic to .nl authoritative servers. In fact, this growth has been so
far of less than 4% – which can and has been easily handled by our
infrastructure, which has anycast servers located in 5 continents
over 100 global locations. By design, large DNS operators employ
various layers of redundancy (namely multiple NS records, IP anycast, multiple servers per location) in order to cope with failure and
very large DDoS attacks [11]. On the client’s side, there is caching
to cope with transient failures [12, 13].
We also asked if there have been malicious domains registrations
related to the Coronavirus pandemic. We found more than 2000 domain names that keywords in their names related to the pandemic,
and currently 24 are being further assessed to determine if they are
malicious our not. To help our Support Department colleagues, we
have also automated this process. The ultimate goal is to prevent
.nl users to be scammed by malicious websites.
Last, the results here presented cover the very first week after the
measures determined by the Government of The Netherlands. We
will keep on monitoring closely both traffic patterns and registration
of domain names for the coming months, in order to make sure
that .nl keeps stable and secure.
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