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Domain Name System Security Extensions
(DNSSEC) [1] provides authentication and integrity
for the Domain Name System (DNS) [0, 10]. To
provide those properties, DNSSEC relies on crypto-
graphic signatures [3]. However, algorithms made
for quantum computers can break the cryptographic
primitives in use today [I6], whether based on
factorization or on elliptic curves [I4]. Although
today’s publicly-announced quantum computers are
not powerful enough to break the cryptographic
primitives that we rely on, such computers may
become available in the future.

To counter the threat of quantum computers, cryp-
tographers are working on creating quantum-safe
cryptographic algorithms, or post-quantum cryptog-
raphy (PQC). Such algorithms are hard to solve
by both today’s computers and quantum computers.
The National Institute of Standards and Technology
(NIST) coordinates evaluation and standardization
efforts on proposed quantum-safe cryptographic al-
gorithms [I3]. This process started in 2016 and is
still ongoing. It will result in a list of recommended
quantum-safe algorithms for signing and encryption.

In DNSSEC, we are interested in algorithms for
signing. Although three signing algorithms have been
selected as candidates and more are expected, at this
moment, there are no standardized quantum-safe sig-
nature algorithms. To make sure DNSSEC can con-
tinue to provide authentication and integrity for the
DNS, it is necessary to make DNSSEC use quantum-
safe cryptography.

However, deploying quantum-safe cryptography
in DNSSEC is not straightforward. First of all,
DNSSEC has stringent requirements when it comes
to the characteristics of signature algorithms, for
instance related to signature size and validation
speed [11]. Furthermore, adoption of new algorithms
in the DNSSEC ecosystem takes years since is a com-
plicated process that involves many stakeholders [12].

Empirically evaluating proposed quantum-safe sig-
nature schemes in DNSSEC is therefore crucial, so
that stakeholders can assess the impact of using such
algorithms. To that end, we are building the Post-
quantum Algorithm Testing and Analysis for the DNS
(PATAD) testbed [I5]. The goal of the PATAD
testbed[[is to allow us and other DNS stakeholders to
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prototype and evaluate quantum-safe algorithms in
DNSSEC, which allows us to empirically investigate
the impact of quantum-safe algorithms on DNSSEC.

The PATAD testbed has two important aspects
to it: (1) DNS(SEC) software with support for
quantum-safe algorithms, and (2) an infrastructure
that allows us to easily configure various topologies.
Next, we will elaborate on both aspects.

Software. In the first version of our testbed, we
are using PowerDNS to prototype DNS(SEC) imple-
mentations with quantum-safe algorithms. We chose
PowerDNS because it can fulfill the role of a zone
signer, authoritative name server and recursive name
server using one code base. This allows for efficient
prototyping of quantum-safe algorithms in the rel-
evant components. At this moment, we have inte-
grated Falcon-512 [5] (inspired by [7] but taking a
different approach) and are working on integrating
MAYO-1 [2] and SQISign-1 [4].

Infrastructure. To support different experi-
ments, the infrastructure should be easy to recon-
figure. We therefore chose a container based ap-
proach [§]. Each experiment consists of a series of
containers simulating a real world DNS infrastruc-
ture: root name servers, authoritative servers for top-
level domains (.nl), authoritative servers for domain
names (example.nl) and resolvers. An example of an
experiment is to (1) run the root name servers us-
ing RSA, name servers for .nl using Falcon-512, and
the servers of example.nl using ECDSA, and a few re-
solvers and (2) measure the performance of validating
signatures by querying the resolvers.

With some of the building blocks in place, we
are now deciding on the types of measurements we
want to perform such as evaluating signature genera-
tion and validation speed, or simulating key rollovers.
The results of our experiments will, ultimately, con-
tribute to answering the research questions posed by
an Internet-Draft we are co-authoring, containing a
research agenda for a quantum-safe DNSSEC [6].
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